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1 - Networks and Firewalls

Objectives

Know how packet filtering works . . . .
P 9 Approximate time for completing each section

Know how application proxies work

e Know how Stateful Inspection works Section 1 Securing Networks 20 Minutes
e Know how to apply basic filters in tcpdump Section 2 Basic Network Packet Analysis 10 Minutes
e Know how to create a pcap file for analysis by WireShark Total time 35 Minutes

Prerequisites
e Basic understanding of TCP/IP
e Knowledge of MS-Windows
¢ Have VMWare Workstation or a Hypervisor Installed

e Have the Virtual Machines ready for use



Contents

1 Securing NEtWOIKS ......cccoovieireiieeseesseee e
1.1 All Firewalls are Not Equal
1.1.1 Primary Organization NetWOrK ............ccooiiiiiiiieeeiiiiiiiiieee e 3
1.1.2 Hosted Services Network
1.1.3 Remote Office NetWOIKS ........cooiuiiiiiiiiieie e
1.2 BASIC PrOtOCOIS. ....eeeeiiieeieieieei ettt e e e e e e e e e e e e nnees 5
1.2.1 TP PrOtOCOI ....eeeeiiiiiee ettt e e e ae e e e 5
1.2.2 TCP PrOtOCOL......iiiiieiiieiiie ittt 6
1.2.3 UDP PrOtOCOI .....cciuiiiiiiiiiiieiii ettt 7
1.2.4 ICMP PrOtOCOL.....ccuiiiiiiiiieiiiie ittt 8
1.3 Protection Using Simple Packet Filters ..o 8
1.3.1 Packet Filter Prote€CON .........ccovuiiiiiiieeeiiie e 8
1.4 Protection Using Application ProXi€S...........cccvveiiiiieiiiiieiiiiie e 8
1.4.1 Application Proxy ProteCtion ...........oceeeeiiiieeiiiiie e
1.5 Protection Using Hybrids — Stateful Inpsection
1.5.1 Stateful InSpection ProteCtion ............ccooiiiiiiiiiiiiiiiiieeeeee e
1.5.2 Building State TabIes ........ccuviiiiiiiiiiiice e
1.5.3 Check Point Filtering ModUIES..........c.eeiiiiiiiiiiiie e
1.5.4 Check Point State Tables.........ccccveiiiiiiiiii e
2 Basic Network Packet ANAIYSIS .....cociiiieiiiinieireiese et
2.1 SNIffiNG PACKELS....ccoiiiiiiiiie e
2.1 1 ECPAUMP ettt
2.1.2 WIFESNAIK ....cci i s




2 - Check Point Components

Objectives

Understand Check Point products Secure the Global network
Understand the function of the SmartCenter
Understand the function of the VPN-1 Power/UTM Module

Understand the Interaction between GUI Clients, SmartCenter &
Firewalls

Understand the product options for NGX R75 and Blades

Understand the Blade options using Containers

Prerequisites

Complete Module 1

Approximate time for completing each section

Section 1 Check Point Components 20 Minutes
Section 2 Product Combinations 10 Minutes
Total time 30 Minutes

The contents of this module should not be relied on when purchasing

products. It is only meant as a simple overview.

The product combinations and offers continually change and a qualified
reseller with access to the latest information and datasheets should be

consulted before any purchase decisions are made.

Make sure you always get the latest product data sheets from

www.checkpoint.com



Contents

1  Check POiNt COMPONENTS .....ceiiiieireirieereeesesee e 3

1.1 ProduCt OVEIVIEW ......ceiiiiiiiieiiie sttt sttt sttt ettt enine e 3
1.1.1 Securing the Global Organization ............ccccueveeeeiiiiiiiiieee e 3
1.1.2 PEIAMELET ..ottt 4
1.1.3 REMOLE ACCESS ...ciiieiiiiiiieiie ettt e e e e e e e e e 4

1.2 Check Point VPN-1 UTM/Power COMPONENTES .......ccovvrveerireeeiiiieennreeeennneeens 5
1.2.1 COMPONENE OVEIVIEW. ...ceiiuiiiieiiiiies it e ettt e e e 5
1.2.2  SMAMCENTET....cciiiiiii it 5
1.2.3 VPN-1 Power/UTM Modules/BIades ............ccccevuieiieeiiniciiieniie e
124 GUICIlents.....c..ccooernnnrnne

2 Product COMDBINALIONS .....cciviiiiiriciirie bbb

2.1 MOUUIES/DIAUES ...ttt
2.1.1 Check Point Power-1 ....
2.1.2 CheCk POINt UTM-L. .ottt
2.1.3 Check POINt UTM-1 EAQE .....oooiiiiiiiiiiieieciiee e 7
2.1.4 Check Point SOftware GateWays...........cceirrvrerririeeniieee e 7
2.1.5 Check Point Software SmartCenter & Gateway Bundles..................... 7

2.2 R70 onwards Products — Blades ............ccccviiiieiiiiic i 8
2.2.1 Check Point Gateway Appliances — Power-1.........cccocouiieieeiiiiiiinnenen. 8
2.2.2 Check Point Gateways — IP ApplianCes .........ccocovvveiiieeeiiiiie e 8
2.2.3 Check Point Gateways — UTM-1 AppliancCes .........ccccceevvvveeincineecnnnen. 8
2.2.4 Check Point Gateways — UTM-1 Edge.........ceeviiviiriiieeiiiiee e 8
2.2.5 Check Point Software — Security Gateways Bundles..............ccuveeeen. 8
2.2.6 Check Point Gateways — Security Management Bundles .................... 8
2.2.7 Check Point Gateways — ENdPOINt SECUILY .......cccoevviiiiiieiieeiiiiiiieeen. 8

2.2.8 Check Point Gateways — ADIa ........ccocuueieiiiiieiiiie e 8



3 - Installing the Firewall — SecurePlatform

Objectives

Check the Virtual Machine template for the Firewall

Install a SecurePlatform Firewall

Configure the Firewall Interfaces

Understand the difference between CPShell & Expert Shell/Mode
Understand the use of ‘fw unloadlocal’

Understand the InitialPolicy & Defaultfilter Security policies
Understand the security risks of using ‘cpstop’ & ‘fwstop’

Understand debugging connectivity issues for a new firewall

Prerequisites

VMWare Workstation or Server

The virtual machine ClassRouter needs to be started, IP address
172.21.1.254

The virtual machine Hostl needs to be started, IP address
10.1.1.100

SecurePlatform ISO image available on the local disk

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 4

Creating and configuring the Virtual Machine
Installing the SecurePlatform Base Build
Installing VPN-1 on SecurePlatform
SecurePlatform with VPN-1 Installed - Basics

Total time

20 Minutes

15 Minutes

30 Minutes

45 Minutes

1Hr 50 Min



Contents
1 Check the Status the Virtual Machine for fw-Sitel & mgmt-Sitel..........ccccooeevreennne 3
1.1 Check the VM settings for fw-Sitel ........ccccoiiiiiiiiiiiei e 3
1.1.1 Virtual Machine fw-Sitel
1.1.2 Machine mgmt-Sitel .........
2 Installing the SecurePlatform Base BUild ..........cccccoooiiiiieiceciiceccese e 4
2.1 Install SecurePlatform (SPLAT)....cii i 4
2.1.1 Set Keyboard LayOUL...........ccuueeeiieiieiiieeeeiiiee e e e et 5
2.1.2 Set an Administration 1P Address.........ccceeiiiiiiieiie e 5
2.1.3 Setthe Port for Web GUI ACCESS.....cuuuiiiieeiiiiiiieeee e 6
2.1.4 Format the Hard Disk & RebOOL ..........cooeiiiiiiiiiiiiiiee e, 6
3 Installing Firewall Blades on SecurePlatform ... 7
3.1 Configure the Base OS Parameters & Check Point Products ................c........ 7
3L INIAI LOGIN ittt 7
3.1.2  RUN 'SYSCONIG  ..cceeiie ettt 7
3.1.3 Setthe HOSINAME ......cccueiiiiiiieeeii et 8
3.1.4  Setthe DOMAIN ......ooiiiiiiiiiiiii e 8
3.1.5 Set Network parameters for Interface eth3
3.1.6 Set Network Parameters for Interface eth2
3.1.7 Setthe Date and TiMe .......uveiiiiiiiiiiiiiiee e
3.1.8 Import Check Point Products Configuration ...........cccocccuvveeeeeeiinininnenen. 11
3.1.9 Check Point Product Install
3.1.10 Select INStallation TYPE ......uveeiiieeiiiiieiee e
3.1.11 Select Check Point Products — Security Gateway............cccceevevvveernnen. 12
3.1.12 Select Check Point Products — Basic Configuration.............ccccccveevnee. 12
3.1.13 Set the Activation Key for SIC.........cooiiiieiiiiieiiie e 13
3.1.14 Gateway ReDOOL ........ccoiiiiiiiii e 13
4 SecurePlatform with VPN-1 Installed - BaSiCS......cccceovvieiiiineieeeisese e 14
4.1 SecurePlatform Access Level & Shells.........cccviiviiiiiiiiiiee e 14
4.1.1 Initial Debugging — fw unloadlocal............cccooeeiiiiiiiiii s 14
4.1.2 CPShell Command LiSt............uiiiiiiiiiiiiiiiiee e
4.1.3 Setting the ‘idle’ Timeout
4.1.4 EXpert Mode.......oooovvieieieeiiiiiiiieeeen
4.2 Understanding ‘cpstop’ Security Risks

4.2.1 TeSHNG ‘CPSIOP ..ottt e e

4.2.2 Basic tcpdump — Packets on an Interface....
4.2.3 Using ‘cpstop —fwilag —default’.................ccccvvvieiiiiiiiiiieec e
4.2.4 Using ‘cpstop —fwflag —proc’
4.2.5 Using TWSIOP’.....ccccuvvveeeiiiiiiiiiiiee e,
Basic Network Scan — Using Superscan
4.3.1 Superscan - INLAIPONCY ........cooiiiiiiiiiee e

4.3.2 Superscan - Defaultfilter..........cccooiiii e

4.3.3 Superscan — fw unloadlocal’ No Policy installed ..................cccc......... 22

4.4 Firewall installation SUMMAIY ..........coeiiiiiiiiiiiie e 23



4 - Installing the Check Point SmartCenter

Objectives

Approximate time for completing each section

Check the status of the Virtual Machine mgmt-Sitel

e Install the SmartCenter Section 1 Management Server Virtual Machine
e Know the difference between a Primary and Secondar . . .
SmartCenter y y Section 2 Installing the Check Point SmartCenter
e Install the SmartConsole clients Section 3 Installing the SmartConsole Clients
e Understand the importance of a rebuild strategy for the .
SmartCenter Total time

Know why the SmartCenter needs to be protected

Know where log files are stored

Know the use and limitation of the initial administrator

Know the purpose of the remote GUI clients list

Set the FQDN for the Certificate Authority

Know the purpose and use of the SmartCenter fingerprint

Prerequisites
e VMWare Workstation or Server

e The virtual machine mgmt-Sitel base machine should exist with
no OS installed

e  Check Point SPLAT & Windows ISO available on the local disk

10 Minutes

45 Minutes

10 Minutes

65 Minutes



Contents

1 Management Server Virtual Machine....................
1.1 Virtual Machine Setup mgmt-Sitel
1.1.1 Setthe CDROM BOOt DEVICE .......cciiuiiieiiiiieiiiiie e
2 Installing the Check Point SmartCenter and SmartConsole
2.1 Install SecurePlatform (SPLAT) for the SmartCenter .........cccccceeeeeeiiiiiineneeenn.
2.1.1 Set Keyboard LayOuUt..........ceeveeiiiiiiiiiiiee e 4
2.1.2 Setan Administration IP ADAress..........coeiiiiierniiieiiiiee e 5
2.1.3 Set the Port for Web GUI ACCESS......uuuiiieeeiiiiiiieee et 5
2.1.4 Format the Hard Disk & RebOOL ..........coovviiiiiiiiiiiiiie e 5
2.2 Configure the Base OS & Check Point SmartCenter............cccceovvveeininneennnen. 6
2 R 1111 7= U o Yo 1 PP 6
2.2.2 RUN "SYSCONTIG ..ot i ittt et 6
2.2.3 Setthe HOSINAME ......cccuuiiiiiiiie et e 6
2.2.4  Setthe DOMAIN ......oeiiiiiiiiiiiiiee ettt e e e e e e e naeeeeeeas
2.2.5 Network Parameters .....
2.2.6 Setthe Date and Time
2.2.7 Import Check Point Products Configuration ...........cccocccuvvveeeeeiiniiinnenen. 8
2.2.8 Check Point Product Install
2.2.9 Select InStallation TYPE ......uveiiiiiiiiiieiee e
2.2.10 Select Check Point Products — Security Gateway............ccceevevvveernnen. 9
2.2.11 SMartCenter LICENSE .....ccuuveiiieee ettt 10
2.2.12 SmartCenter AdMINISIrAtOr.........coiiuiiiiiiee e 10
2.2.13 SmartCenter GUI CHENTS .......cooiiiiiiiiiiiiie e 11
2.2.14 SmartCenter CA & FINGEIPIINt ....ccueiiiiiiieieiiiiieie e 11
2.2.15 SmartCenter Reboot & Check Network Connectivity ..............occuvveeeen. 12
2.2.16 Set the ‘expert’ PASSWOId ............cccccouveiiiiiiiieiiiiii et 13
2.2.17 ‘epconfig’ and ‘sysconfig’ on the SmartCenter ...............cccccevivviennnnn. 13
3 SMArtCoNS0IE CHENES ..ot et b e et sbe e 14
3.1 Installing the SmartConsole Clients on HOStL .........cccceeiiiiiiiiiiieeeeeiiiiiieeee e 14
3.1.1 Location and Clients to Install .............ccoeveeiiiiiiiiieiie e 14

3.1.2 Getting the SmartConsole from SPLAT .......ccooviiiiiiiiiee e 16



5 - Connecting to the SmartCenter

Objectives

Understand the options in ‘cpconfig’ on a SmartCenter

Know the main configuration file for storing the SmartCenter
objects — Objects_5 0.C

Know what is required to connect to the SmartCenter

Know why some objects are automatically created

Understand the use of Logs Servers & Masters

Know how to select products installed on a Check Point Object

Understand the elements of a rule,
SRC/DST/VPN/Service/Action/Track/Install On/Time/Comment

Prerequisites

Complete Module 4
Virtual Machine mgmt-Sitel must be running

Virtual Machine Host1l must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Check Point Configuration

Basic SmartDashboard — Connecting to the
SmartCenter

Basic Rule Parameters

Total time

10 Minutes

15 Minutes

15 Minutes

40 Minutes



3.1.9 Gateway Installation — Install On

Contents 3.1.10 COMMENE FIEIO........vereeeeeceeeeeiceeee e
3.2 Starting the Other SmartConsole Clents ..........ccccvvveeeiiiiiiiiieiee e 17
1 Check Point Configuration ..........ccccceevvvieneecneennns
1.1 Check Point Configuration - cpconfig
1.1.1 ‘cpconfig’on a SPLAT SmartCenter...........cccccccccoevvviveneeeeeiiiciinieneeeenn 3
1.1.2 Adding Administrators................c........
1.1.3 Checking the GUI Client List
1.1.4 Displaying the SmartCenter FINgerprint ..........cccccooeeiiieieeeiiiiiiieeeeene 4
1.1.5 Moving the Fingerprint File to a Workstation.............cccccvveiiiveiiineen. 4
1.2 Time, SmartCenter and Firewall..............cooiiiiiiiiiiiie e 6
1.2.1 Install NTP Server 0n HOSEL........ccooiiiiieiiieiiee e 6
1.2.2 Set Time Synchronization for SmartCenter and Firewall...................... 6
2 Basic SmartDashboard — Connecting to the SmartCenter ..........ccccocecereveevreieneenne 8
2.1 The SmartConsole CHENES.........c.ciiiiiiiiiie et 8
2.2 Initial Login to the SMartCeNter..........coviiiiiiiieee e 8

2.2.1 The SmartCenter Fingerprint
2.2.2 Check Point Software Blades
2.3 The SmartDashboard LayOut ............c.cooiiiiiiiiiiieiiee e
2.3.1 Turning Display Areas On/Off ........cuuuiiiiiiiiiiiiee e
2.3.2 The Objects LiSt .......ccceeeiiiiiiiieieeeiiiines
2.3.3 SmartDashboard Security Policy Tabs
2.4 Editing the SmartCenter ODJECT..........ocuiiiiiiiiiiee e
2,41 ODJECES TIEE....eiiiiiiie ettt
2.4.2 COMMENT & COlON....ciiiiiiiieiiiie ettt
2.4.3  TOPOIOGY eeeieeiiiiiiiiii ettt
2.4.4 LOQ AN MASTEIS ....eeiiiiiiiiiiiii et
3 BaSIC RUIE PAr@GmELErS ......c.ciieiieeiieeiee et
3.1 INtroduction t0 RUIES .....c.cvviiiiiiiice e
3. 1.1 AddING @ RUIE.....ceeee s
3.1.2 RUIE EIBMENTS. ...ttt
3.1.3 Rule number and NamME .........oooriiiiiiiiiiieiee e
3.1.4 Setting SOUrce/DeStINALION.......coccuviiiiiiiieiiiie e
3.1.5 Setting the VPN COIUMN .....c.oiiiiiiiiiiiiece e
3.1.6 Setting the Service........coccuvvvieieeennnnns
3.1.7 Setting the Type of Action
3.1.8 Setting the Type Of LOGQING ..eceeeieiiiiiiiiieeeei i




6 - Creating Network Objects

Objectives

Understand the type of objects that can be used in a Security
Policy

Create the Firewall object and change some parameters
Establish trust between the SmartCenter and Firewall
Understand how to set Anti-spoofing

Know how to set the maximum concurrent connections through
the Firewall

Know how to break and reset Secure Internal communications
(SIC) between a SmartCenter and Firewall

Create the basic objects required for the classroom environment

Prerequisites

Complete Module 5

Virtual machines Hostl, mgmt-Sitel & fw-Sitel must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 3

Object Types

Creating the Firewall Object
Breaking SmartCenter & Firewall SIC
Creating General Network Objects

Total time

15 Minutes

15 Minutes

15 Minutes

25 Minutes

70 Minutes



Contents
1 Object Types .............
1.1 Object Types
1.1.1 Creating ODJECES ...cccoiiiiiiiii et 3
1.2 Network Objects..........ccccuveee..
1.2.1 Check Point
1.2.2 NOUES...ci i 5
1.2.3 NEIWOIK.ccooiiiiiii s 5
R S €1 (01U | oL PU P UPTPPPPPTN 5
I )Y/ - 10 o o ST 5
1.2.6  SECUNLY ZOMNES ....eeeiiiiiiiee et eeee et ettt snbee e e et e e st e e anaeeeean 6
1.2.7 OIS oo 6
1.2.8 VOIP DOMAINS .....cciiiiiiiiiiiiieeieeeeeeee ettt eaeaes 6
1.3 Services, Resources, OPSEC, Users & VPN Communities ...........cccceeeeeeennnne 7
L1.3.1  SEIVICES oottt e e e e e e aa e e

1.3.2 Resources
1.3.3 Servers & OPSEC Applications

1.3.4 Users and AdmMINISIratorS .........cccuvvieiieeeiiiiiieiee e e eea e 8
1.3.5 VPN COMMUNILIES ...coiiiiiiiiiie ettt e e e eea e e 8
2 Creating the FIreWall ODJECT .........ccoiiiiiiiieee e 9
2.1 Check Point Gateway ODJECL..........cvviiiiiiiiiiiiiee e 9
2.1.1 Create a New Check Point Gateway...........ccccoecvvieriieeeiniiiee e 9
2.1.2 Setthe Hostname and IP address 172.21.1.1 ....c..ccoovivvviereeeneiiiiieenen. 9
2.1.3 Setthe Color to Re.........uiiiiiiiiieiiiee e 10
2.1.4 Select Check Point Software Blades............cccuveeiiiiiiiiiiiieieeeiie. 10
2.1.5 Set Secure Internal CommMUNICAtIONS .......ccoiiiviiieiieeiiiiiiieee e 10
2.1.6 Changes to the Firewall Tab Option LiSt ........ccccooveriiieiiiiieeeiiiece, 11
2.1.7 HTTPS INSPECLON ....eeiiiiiieiiiie ettt
2.1.8 SeCUrePIatfOrM ......eiiiiiiiiiie e
2.1.9 Setting Logs And Masters
2.1.10 Capacity OPtiMIZAtION ..........eeiiiiiiiiiiiieiee e
3 Breaking SmartCenter and Firewall Communications ........cccccooeevveneienenieieeieennens
3.1 Breaking and Resetting SIC ...........cccoviuvneeen.

3.1.1 Reset SIC on the Firewall
3.1.2 Test Trust for the Firewall Object in the SmartCenter

3.1.3 Reset SIC in the Firewall Object

4 Creating General NetWOrk ODJECES .......ciiiireieieeeese et

4.1

4.2

4.3

4.4

Creating the Network Type ODJECES........ccciiiiiiiiiiiie e
4.1.1 Create the Internal Network
4.1.2 Network Object — Broadcast Address
4.1.3 Create the DMZ NEtWOIK .......coeiiiiiiiiiiiieiiiie e
4.1.4 Create the External Network
4.1.5 Create the Remote Site2 Network
Creating Node TYPE ODJECLS ....ccovviiiiiiiie ettt
4.2.1 Create the Internal Server adsrvOl ...........coocuiiiiiieeeiiiiiiiiee e
4.2.2 Create the Internal Workstation host1..........cccocovviiiiiieiiiiee e,
4.2.3 Create the DMZ SMTP Server HOSt.......ccoocvveviiieiiiiee e
4.2.4 Create the DMZ Web/FTP Server HOSt........ccooiiieiiiieieiieee e
4.2.5 Create the Class Room Web Server HOSt.........ccccovvieeiiiiiieiiiicc e,
Creating External FTP servers for ftp.hp.com ........ccocovveiiiiiiiniicc e
4.3.1  USING NSIOOKUP ..o
4.3.2 Creating the FTP Servers — Cloning Objects ..........cccceeviiieeiniieenineen.
4.3.3 Creating a Group Object
4.3.4 Create the Classroom Router — Gateway Object
Summary of ODBJECES Created ..........oovviiiiiiiiieeeie e

5 Dealing with Anti-Spoofing.....cccccveieiriniiirereeeeeeee,

5.1.1 Setting the Topology — Get Interfaces
5.1.2 Setting Topology — Get Interfaces with Topology (Anti-spoofing) ........ 27
5.1.3 Making Topology Changes ........ccccoiirieiiiiiieiiiiee it 28



7 - Creating Rules and Installing the Security Policy

Objectives

Create a Policy Package

Add Rules to a Security Policy

Understand how rules interact with each other
Know how to install security policies

Understand how to check the policy currently installed on a
firewall

Understand the difference between Implicit and Explicit rules
Understand the risk of using implied rules for allowing DNS

Understand how to break and reset SIC trust between a
SmartCenter and Firewall

Understand that Security Policies can be pulled from the
SmartCenter as well as being pushed to a firewall

Be aware of the services Check Point products use

Prerequisites

Complete Module 6
Virtual machines Hostl, Mgmt-Sitel & fw-Sitel must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 4

Section 5

Dealing with Policy Packages
Adding Rules

Policy installs

Explicit and Implicit Rules

Saved Versus the Installed Policy

Total time

10 Minutes

40 Minutes

20 Minutes

30 Minutes

10 Minutes

110 Minutes



4.1.4 Accept ICMP requests

Contents 4.2 RUIE BaSE FiltEriNG OFUET ......o.eeeeeeeeeeeeeeeeeeeeeeeeeeeet et
4.3 Breaking SmartCenter to Firewall Connectivity with Implied rules................... 23
1 Dealing With Policy Packages 4.3.1 Break SmartCenter to Firewall Connectivity.............c.cccuene.
1.1 POlICY PACKAGES .. uvveiiieeiiiiiiiiet ettt et e e e e et e e e e e e e anaes 4.3.2 SmartCenter Connectivity Recovery - cpstop/cpstart
1.1.1 Simplified or Traditional POICY ..........ccccoviiiiiiiiiiiiiiiiiieee e 4.3.3 SmartCenter Connectivity Recovery — SIC Reset.........ccccceeeeiiiiiineennn.
1.1.2 Creating a New Policy Package 4.3.4 SmartCenter Connectivity Recovery — ‘fw unloadlocal'........................ 28
2 AQAING FUIBS ..ottt st st sa et bestesbesb e s et e e eneereareas 4.3.5 SmartCenter Connectivity Recovery — ‘fw fetch mgmt’ (Use this) ........ 29
2.1 AAAING FUIBS ..ottt ettt et e et e e e 5 4.4 SmartCenter and Firewall SErVICES .......coccuiiiiiiiiiiiiiie e 30
2.1.1 StEalth RUIE ....ooiiieiie ettt ae e nnee e 5 4.4.1 Check Point FW’ SEIVICES .........cccueiiieiiiiiie et 30
2.1.2 Internal Network Out bound RUIE ...........ccooiiiiiiiiiieiiieee e, 5 4.4.2 ChecK POINt ‘CP’ SEIVICES .......ccouiiiiiiiieee e 30
2.1.3 CleanuUP RUIE ........oeeiiieiiiieiie ettt a e e 5 4.4.3 SmartCenter to Firewall Explicit Rule — (For Safety)........ccccccoeevvvneen... 31
2.1.4 Broadcast JUNK RUIE .........cooiiiiiiiiiiiecc e 5 5 Saved Versus the INStalled POICY .......c.ccciiiriiiciineceerss s 32
2.1.5 SMTP INbound RUIE........ccuviiiiiei e 6 5.1 SAVEA POLICY..ccii ittt a e 32
2.1.6 SMTP OuthouNd RUIE ..........oeviiiiiiiiiiiieee e 6 5.2 INStAlled POLCY ...t 32
2.1.7 Web INbound RUIE ......ceeiiiiiiiieee e 6
2.1.8 Firewall Secure Shell ACCESS RUIE........ccceeiiiiiiiiiiie e 7
2.1.9 Negating Objects in a Rule
2.2 ReVIEWING the TUIES .....oooiiiiii et
2.2.1 Rule Review - Firewall at Risk from the SMTP Server..............cccuuee... 8
2.2.2 Internal Network at Risk from the SMTP Server
2.2.3 Adding Rule Section TitleS ........cooiiiiiiiiiiiiiee e
2.2.4 RUIE SUMMAIY ..oiiiiiiiiiiiiie ettt

3 Policy INStallS ...
3.1 Installing the Policy
3.1.1 Verifying the Security POLICY.........cccoruiiieiiiiieeiie e

3.1.2 Correcting the Policy after Verification Failures.............cccccceeviiiiinnennn.

3.1.3 Setting the POlICY Targets ........coocviiiiiiiieiiiiee e

3.1.4 Installing the POICY .......ooouiiiiiiieiee e

3.1.5 Checking the Firewall StatusS..........cc.uveiiiiiiiiiiiiiecee e

3.1.6 TeStiNg the RUIES ......cooiiiiiiiee e

3.1.7 Firewall Existing Connections - Behavior.............cccovveeiiiee e,

4 Explicit and IMPlICIt RUIES ......ooiiiiiieee e
4.1 IMPLICIE RUIBS ...t e e e e
4.1.1 Viewing Implied Rules

4.1.2 Turning Implied Rules Off

4.1.3 Configuring DNS as an Implied Rule — (Don’t) ........c..ccccceevvvevieeeeeninnns



8 - SmartView Tracker

Objectives

Create log events using a scanner . . . .
* 9 9 Approximate time for completing each section

Know the different tabs in the SmartView Tracker, Log, Active,

Management Section 1 Generate Traffic Using a Network Scanner 10 Minutes
Use filters to display different log details . . .
* play 9 Section 2 SmartView Tracker 40 Minutes
e Understand the events in the Active view
Total time 50 Minutes

Understand the events in the Management view

Know how to rotate log files

Know how to export log files to third party products

Fetch log files from remote firewall modules

Create simple filtered searches

e Know how to create custom commands in SmartView Tracker

Prerequisites
e Complete Module 7

e Virtual Machines mgmt-Sitel, fw-Sitel, hostl & ClassRouter must
be running



1 Generate Traffic Using a Network Scanner

Contents

1.1 SCAN 172.21.1.254 ..ottt
1.1.1 Setthe IP Address Range to Scan — 172.21.1.254.............ccccvuvveeeeenn. 3
1.1.2 Check the Type and Ports to Scan
1.1.3 RUNThE SCAN w.iiiiiiiii e
1.1.4 Check Log Events Generated ...........cccceecvvieriieeeiiiiee e 4

2 SMATVIEW TTACKET .....eveiiieisiit ettt 5

2.1 Log Tabs, Log, ACHIVE, AUIT.......ccoiiiiiiiiiiiiiie e e e e 5
2.1.1 Network & ENdPOINt ........oeeiiiiiiiiiiieiece e 5
2,12 ACHIVE e 7
2.1.3 MaANAGEMENT ...ttt e e e e e e e e eas 8
2.1.4 Predefined FIlErs .........ciiiiiiiiicie e 9

2.2 Rotating, Archiving and EXPOrting LOGS ......coceereiiiieeaiiiie e 9
2.2.1 Rotating LOg FilES .....coieiiieiiiieee e
2.2.2 Archiving Log Files
2.2.3 Exporting Log Files
2.2.4 Fetching Log Files from the Firewall .............cccocciiiiiiiiie. 10

2.3 Searching and Custom Filters
2.3. 1 Filter OPLONS. ...t
2.3.2 Doing SIMple SEArChes........c.cooiiiiiiiiieie e 14
2.3.3  CUSIOM FIIEEIS ..ottt 15
2.3.4 View QUETY PrOPEITIES ....ccoiiiriieiiiiee ettt 16

2.4 CuStOM COMMEABNGS......cciiiiiiiiiiiee et 17
2.4.1 Adding a Secure Shell Custom Command..........cccccooeiuiiieeeeeiiiiiineennn. 17

2.5 Log Parameters in the SmartDashboard ..o 18
2.5. 1 LOQG TYPE ittt
2.5.2 FireWall ODJECL ..ccocuviiiiiiiie ettt
2.5.3  SMAICENTEI ...t
2.5.4 Policy Global Properties

2.6 Logging to an Alternative Directory




9 - SmartView Monitor

Objectives

Know the type of information monitored

Know how to set alert types for specific events

Know the licensing requirement for SmartView Monitor
Use SmartTracker Active Log to block connections
User SmartView Monitor to view blocked connections

Use SmartView Monitor to block connections

Prerequisites

Complete Module 8

Virtual Machines mgmt-Sitel, fw-Sitel, Hostl & ClassRouter
must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

SmartView Monitor General Status
SmartView Monitor Traffic Statistics
Suspicious Activity Monitoring (SAM)

Total time

10 Minutes

20 Minutes

20 Minutes

50 Minutes



1 SmartView Monitor......

Contents

1.1 Gateway Status

1.1 FEred VIEWS ..ottt
1.1.2 Gateway Properties
1.1.3  Other ODJECES ...uiiiiieeiiieiieei et e e e e e e e e e
1.2 SMArtCenter ODJECT.......cuviiiiiiie e 4
1.2.1  System INfOrMAatioN .......cccooviiiiiiiie e 4
2 N o= o= ST PRP 4
1.2.3 Certificate AUTNOTITY .......cooiiiiiiiiiie e 5
1.2.4 Status and Connected CHENtS..........cceeeiiiiieiiiiiei e 5
1.2.5 Disconnecting SmartConsole ClIeNtS..........ccovvvveiiiieeeniiiee e 5
1.3 FIreWall OBJECT....ccoiiiiiiiiiie et 5
1.3.1  System INfOrMatioN ........cccoviiiiiieieiie e 5
1.4 Threshold SEHINGS .....cciiiiiiiiiiee et e e saeee s
1.4.1 Global, None, Custom...
1.4.2 System AIert DABMON .......ccccoiiiiiiiiiiieee et
SmartView Monitor Traffic Statistics
2.1 Traffic StatiSticS ......ccuvveeeeeeeiiiiieee e
2.1.1 Enable SmartMonitor on the Firewall
2.1.2 Generate SOme TraffiC.......ccveiiiiiiiiii e 9
2.1.3 Traffic & SYStem COUNEIS ......ocoiiiiiiiiieieiiie e 9
Suspicious Activity MONItOring (SAM) ..o 11
3.1 Suspicious Activity Monitoring and Filter Location.............cccceveeeeeiiiiiiiieeeeen. 11
3.2 Using SmartView Tracker — ACHIVE LOQ ........ocueeeiiiiieiiiiieeiiieee e 11
3.2.1 Create a SuspiCioUS CONNECLION .........uueieiiiiieiiiiie e 11
3.2.2 View Connection in the SmartView Tracker — Active Tab .................... 11
3.2.3 Select Tools — BlOCK INtrUder ...........uuviiiiiiiiiieieeee e 11
3.2.4 Kill Connection for three MINULES ..........cccooiiiiiiiiiiiiiiiieee e 11
3.2.5 Test Connection Rejects and AlEIS ........ccccvvviriiieiiiieeeiiiee e 12
3.2.6 Clear all SAM Connections — fw sam —f All =D’..........ccccocevveiiiiinnnnn.n. 12
3.2.7 Test ConNNECtioNS WOIK.........uiviiiiiiiiiiiie e
3.3 Using SmartView Monitor - Tools....................

3.3.1 Create a Suspicious Connection
3.3.2 View Connection in SmartView Tracker — Active Tab ...........cccuvveeeeenn. 13

3.33
3.34
3.35
3.3.6
3.3.7

Select Tools and Block INtruder ...........oooevvvveeeeeeeiiiiiiieeenns

View all SAM rules using SmartView Monitor

Delete the SAM Rule.....

Create a New SAM Rule Using SmartView Monitor

Test the New SAM Rule




10 - SmartUpdate

Objectives

Know how to access the Check Point User Center

Approximate time for completing each section

Know how to manage licenses

«  Understand the purpose of the Contracts file Section 1 Check Point User Center 10 Minutes
¢ Know how to attach and detach licenses Section 2 SmartUpdate Managing Licenses 15 Minutes
e Know the functions that a free in SmartUpdate Total time 25 Minutes

Prerequisites
e Complete Module 9

e Virtual machines mgmt-Sitel, fw-Sitel, Hostl and ClassRouter
should be running



Contents

1 Check Point User Center.......ccoccoeeeverencreeneseeene

1.1 Logging into the User Center
1.1.1 Viewing Account INnformation.............cccceeviiiieieee i 3
1.1.2 Viewing Product information
1.1.3 Products @and LICENSES ......ccoeiiiiiiiiiiiiee et ee e
1.1.4 CONraCS Fl ...eeeeiieeiiiee e 4

1.2 Creating LICENSES. .....oii ittt 4
1.2.1 Central or LOCal lICENSES.......ccoiieiiiiiieeeiiiie et 4
1.2.2 SmartCenter IP AdAreSS .......ccoiueiiiiiiieeiiie et 5
1.2.3 Changing Licensed IP AdAress ........cccceeiiiiieiiiiiesiiiie e 5
1.2.4 Full Version Upgrades Require New LiCENSES..........ccevvvveeriiieeeiineenns 5

1.3 R75 BIAde lICENSES. ..cciii ittt e e e e e e eneees 5
1.3.1 Management Blades .........ccviiiiiiiiiiiiiceiie e 6
1.3.2 Network Security Blades .........occceviiiiiiieiiiiee e 6

2 SmartUpdate — Managing Licenses

2.1 USING SMANUPUALE ......ocoiuiiiiiiiiiie ittt
2.1.1 Licenses and CONrACES........uuiiiiiiiiiiiiiiie et
2.1.2 Product and Package Information
2.1.3 Generating cpinfo data...........coooiiiiiiiiiiiieie e
2.1.4 Adding LiCeENSES & CONIACES ....cuvvviiiiiieeiiiiee et

2.1.5 Attaching and Detaching LICENSES .........ccoviirerriiiiiiiiieeeiee e 11



11 - Working with the Security Policy

Objectives

e Know how to use Revision Control. Approximate time for completing each section

e Use the features of the SmartDashboard to Disable, hide and Section 1 Policy Revision Control 20 Minutes
search for objects in the rulebase.
e Understand pre-defined services and the timeouts associated Section2  Rule display 15 Minutes
with them. . . . . :
Section 3 Dealing with Services 30 Minutes
e Understand how to create new services (ports) and the risks
associated with them. Section4  Adding More Rules 30 Minutes
e Understand how to abuse and tunnel services over standard . . ) _ )
ports. Section 5 Simple Systems Analysis for Rule Evaluation 10 Minutes
e Adjust the security policy to increase the security checking of the Total time 105 Minutes

policy.

e Understand that even a simple addition to the security policy rules
can require careful risk analysis.

Prerequisites
e Complete Module 10

e Virtual machines mgmt-Sitel, fw-Sitel Hostl & ClassRouter must
be running



Contents
1 Policy Revision Control.......cccccueivierncieneeiniennns
1.1 Database Revision Control
1.1.1 Creating REVISIONS ........c.cvviiieeiiiiiiiii et e e e
1.1.2 Where are Revisions Stored
1.1.3  VIiewing REVISIONS ......c..uuiiiiiieieiiiiii et eea e e
1.1.4 Rolling Back REVISIONS..........ccoiiiiiiiiiieeiiiie e 6
2 RUIE DISPIAY ettt sttt ettt eene e 9
2.1 Rule Display and Policy INtEracCtion ............coooveeeiiiiieiiiiiieeieee e 9
2.1.1 HidiNG RUIES.....coiiiiiiieiee et 9
2.1.2 Disabling RUIES .........coiiiiiiiiiiieeit e 10
2.2 RUIE FIEEIS ..ttt 11
2.2.1 Object Location — Where USEd ..........ccceeiiiieeiiiiieiiiiee e 11
2.2.2 Finding ODbjJectS iN RUIES .......uoviiiiiiieiiiee e 12
3 Dealing With SEIVICES ...cc.ciiiiirieeee et 14
3.1 Predefined Services and the Inspection ENGINe ...........coccveeiiieeiiieeeiiiieeene 14
311
3.1.2
3.1.3
3.1.4
3.15
3.1.6
3.1.7 Basic Filtering & IPS Interaction
3.2 CreatiNg SEIVICES ..cciuiviieiiiei ettt ettt
3.2.1 Creating a TCP Service and Naming Convention ............cccccevcvvveernnee. 20
3.2.2 Advanced Properties - Session Timeout and Filtering ............ccccccouee. 20
3.2.3 Two Service Objects Using the Same Port Number.................ccceeeee. 21
3.2.4 Applying the New Service to a RUIE ... 21
3.3 Abusing a Standard Service — Tunneling over DNS (TCP) ......cccovvviiiiiieeeennn. 22
3.3.1 IPS Filtering for DNS TCP — Default is Off ........ccccoviiiiiiiiiieiecc, 22
3.3.2 Turn on DNS TCP in the Policy Global Properties ...........cccccovivveennnen. 22
3.3.3 Edit the Telnet Server Port on www.server.com & hostl.sitel.com.....22
3.3.4 Test the Security Policy — Oops
4 AdAING MOTE RUIES ...ttt

4.1

CUITENt RUIES CHECK ... ..evviiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeee et ev e v e eaereaeeeaeeees

4.2 DNSTUIB..ccoi e

4.2.1 Create the DNS Server Objects — Type Host

4.2.2 Addthe DNSRuUle......ccceeiviiieeninnn.
4.2.3 Add the Internal DNS Servers....
4.2.4 Modify the DNS Rule.........ccccccoeene.
4.3 Outgoing Rule for HP FTP Servers..............
4.3.1 Add the FTP Outgoing Rule..............
4.4 Restricting the Outgoing Rule......................
4.4.1 Modify the Outgoing Rule.................
4.4.2 Modify the FTP Outgoing Rule.........
4.4.3 Delete the Disabled Outgoing Rule..
4.5 Current Security Policy Rules Check...........
4.5.1 Verify and Install the policy ..............
Simple Systems Analysis for Rule Evaluation ...

5.1 How to Evaluate — From A to B allow FTP’when B is your Server.................

5.2 How to Solve the Problem of Abusing Ports




12 - Setting up User Account Authentication

Objectives

e  Know how to add new SmartCenter administrator accounts

e Know the authentication schemes that Check Point can use, OS
Password, Internal Password, RADIUS, TACACS, SecurlD

e Create User Accounts, Groups and Templates

e Know the authentication database and Daemons used for
Authentication

e  Know how to export the user database

e Know the three types of authentication used, User, Session &
Client

Prerequisites
e Complete Module 11

e Virtual Machines mgmt-Sitel, fw-Sitel, Hostl & ClassRouter
must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Creating Administrator Accounts
Creating Firewall Rule Authentication Accounts
Authentication Processes

Total time

30 Minutes

20 Minutes

20 Minutes

70 Minutes



1 Creating Administrator Accounts

3

11

1.2

Contents

AdMINISrator ACCOUNTS........uviiiiie it ee e e e e e e e e e e e e e e e e e e s e e e e e e e e saaees
I 0 R o¥ o Todo 1o TSP PPRPT
1.1.2 SmartDashboard — Administrators
1.1.3 Administrator Profile..........ccccoiiiiiiiiieeeeeeeee s

1.1.4  AdMIN = GIOUPS ..ceiieeiiiitiiiet e e e ettt e e e e e e ettt e e e e e e s nnbee e e e e e e s annnneeeeaeeaann 5
1.1.5 Administrator Authentication SChemes .........cccccccvvvvveviiiieiiiiieieieieeeienes 5
1.1.6  USING CeITIfICAIES ....eoiveeeeiiiie et 5
1.1.7 Testing AdMINIStrator ACCOUNT ........cuveeeiiiiieeeiieeesiiieeeesiieeeeeeee e eieeeeas 7
USING @ RADIUS SEIVET ...ciiiiiiie ettt e e e et e s e e snaeeee s 7
1.2.1 Create a RADIUS Server ODJEC.........ccoiiiiiiiiiiie e 7
1.2.2 Create another administrator Use - RADIUS Authentication................ 8

Creating Firewall Rule Authentication ACCOUNTS.......ccocvveirirenneeree e

21

Authentication ProCesses........ccccevveeveveeviveesneennns

3.1

3.2

3.3

Users for Firewall Rule AUthentiCation ...........cccocvviiiiiiie i
2.1.1 Supported Authentication Schemes
2.1.2 Firewall - Enabled Authentication Schemes
2.1.3 Access Role and Legacy USErs ACCESS.......ccuuveeeeeeiiiiiiiieieee i
2.1.4 Creating USer GrOUPS .......uuveeieeeiiiiiiiieieeeeeasiiineeeeens

2.1.5 Creating User Templates
2.1.6 Creating USEr ACCOUNES ......uvvieiiiiiieiiieee ittt e st

User Administration Database & Daemons
700 0 R 1LV VU 1 NN 3 PPN
G 70 2 1LY VU 1 o o B olo] o) SRR
3.1.3 Exporting & Importing the User Database.............ccocveeiiiiieiniiiccnnne,
External User Profiles.........oooi i,
B T R |V - (o] = | 0 Y= PPN
3.2.2 Match BY DOMAIN ...cciiiiiiiiiiiiiee e
Authentication and Security RUIES............ccciiiiiiiiiiiii e
3.3.1  User AUtheNtiCAtiON.........cuvvviiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeereeereeereeeeereeeaeeeeees
3.3.2  SesSion AUtNENLICALION..........viiiiiiiiieieieieeeeeeeeeeeeeeeeeeee e eeereeeeereeereeeeees
3.3.3 Client Authentication



13 - Using User Authentication

Objectives

Know the Services that can be used with User Authentication
Know the daemons associated with User Authentication
Complete User Authentication using telnet

Complete User Authentication using FTP

Complete User authentication using HTTP

Understand the problem with User Auth & Accept rule clashes

Use ‘tcpdump’ to sniff Usernames/Passwords

Prerequisites

Complete Module 12

Virtual machines mgmt-Sitel, fw-Sitel, Hostl, asdrv0l &
ClassRouter must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

User Authentication

Using Authentication from internal Networks — Rule
clashes

User Login Details - tcpdump

Total time

35 Minutes

30 Minutes

15 Minutes

80 Minutes



Contents

1 User Authentication .........cc.ccocoeereieiniencnene e

1.1 User Authentication Daemons & Process
1.1.1 Authentication Daemons and Supported ServiCes............ccooevvvveeeeeennn. 3
1.1.2 User Authentication — Policy Global Properties
1.1.3 WelCOME MESSAQE. .. ..uuueieeieee ittt e e e ettt e e e et e e e e e e eaaeeeens

1.2 Authentication USiNg TeINet........cooiiiiiiiiiiei e 4
1.2.1 Add a telnet Authentication rule ...........ccocccviiieieeiiiiiiiieee e 4
1.2.2 Check Rule Properties — Intersect with User Database ....................... 5
1.2.3 Installing the Policy and Testing Authentication .............ccccoecveevinenn. 5

1.3 Authentication USiNg NttP.........eoiiiiiiiiiiiiie e 6
1.3.1 Add an http Authentication rUle ...........cccocviieiiiiie e 6
1.3.2 Check Rule Properties — Allowed http Servers .........ccccccvvervceveeiineenn. 6
1.3.3 Adding predefined SEIVEIS .......ccceeiiiiiiieiiie e 7
1.3.4 Installing the policy and Testing Authentication

1.4 Authentication Using FTP.........ccccocoeveiiiiennns
1.4.1 Add an Authentication rule
1.4.2 Format of User/Password for Authenticating Using FTP..............cee.... 8
1.4.3 Installing the Policy and Testing Authentication .............cccccovcvveeiineenn. 8
1.5 Basic Authentication — SUMMATIY.........cccoviiiiiieiiiiie e 9
1.5.1 Multiple Rules or a Single RUIE ..o 9
1.5.2 Removing the Check Point Prompt..........ccceeiiiiiiiiiiiiiieiieeeee e 9
Using Authentication from Internal Networks — Rule clashes.........c.cccoceieiiinennne 10
2.1 Authentication Behavior — Source IP Address.........ccccocvviiiiieee e 10
2.1.1 Changing the Behavior — GUIDBEdit ............ccuvvieieeiiiiiiiiiiiee e 10
2.2 Using http for Authentication from Internal Networks ............cccccceiiiiiiiennnnn. 12
2.2.1 Adding the Internal Out http Authentication Rule .............ccceeviiiiennnee. 12
2.2.2 Reason for Authentication Not Being Enforced...........cccocovvevviiiicnnnen. 13
2.2.3 Correctly Implementing the Authentication Rules.............cccccovciiiennnen. 14
User Login Details — tCPAUMIP .....c.eiiiuirieiiiieirieee et
3.1 Stealing User Login INFOrMation ..........coccvieiiiiiieiiiiiie e
3.1.1 Packet trace using tCPAUMP ....ccoiuviiiiiiiiieiiiiee e

3.1.2 Packet trace using tcpdump and Wireshark



14 - Using Session Authentication

Objectives

e Understand how Session Authentication works
e Install and use the Session Agent

e Understand the limitation of Session authentication

Prerequisites

e Complete Module 13

e Virtual machines mgmt-Sitel, fw-Sitel Hostl & ClassRouter must

be running

Approximate time for completing each section

Section 1

Session Authentication

Total time

35 Minutes

35 Minutes



Contents

1 Session Authentication ..........cccooceveeeienenc e

1.1 Session Authentication Daemon & Process
1.1.1 Authentication Daemon & Supported Services .........cccccceeeeviiiivreeneeennn. 3

1.2 Installing the Session Agent
1.2.1 AQENt INSTAIl ...
1.2.2 Agent Behavior — Every Connection or Per Session...........ccccveevveeen. 4
1.2.3 Problems with Agent ACCess — POrt 261 .........cccccovvveeeiiiieeniiiee e 5

1.3 Authentication USING FTP ........ooiiiiiiiiiiiie et 6
1.3.1 Add an Authentication rule ..........cc.ccveoiieriiiiiiei e 6
1.3.2 Installing the Policy and Testing Authentication ............ccccccevvveeiinenn. 6
1.3.3 Session Agent Using SSL ENCryption ..........cooceveeiiieeeniieee e 8

1.3.4 Using ‘Every request’ Authentication..............c.cccccocvvieieiiiiiciiieennnennn. 9



15 - Using Client Authentication

Objectives

Know the daemons that Client Authentication uses Approximate time for completing each section

e Know the port numbers used by Client Authentication daemons Section 1 Client Authentication 60 Minutes
e Know the different sign-on methods for Client Authentication . .
Section 2 External User Database - LDAP 40 Minutes
e Use client authentication with FTP
Total time 100 Minutes

Prerequisites
e Complete Module 14

e Virtual machines mgmt-Sitel, fw-Sitel, Host1, adsrv01, &
ClassRouter must be running



Contents

1 Client Authentication .........cccoveeeevieveeccee e,

11

Client Authentication Daemons & Process
1.1.1 Authentication Daemons & Supported Services
1.1.2 Client Authentication — Policy Global Properties

1.1.3 WelCOME MESSAQE. .. ..uuueieeieee ittt e e e ettt e e e et e e e e e e eaaeeeens
1.1.4 Client Authentication and the Perimeter Router/Firewall...................... 4
1.2 Client Authentication DetailS............ccuuviiiiiiiiiiiiiie e 4
1.2.1 Client Authentication — aclientd, Port 259 ..........cccccoivviiiiiiiiieeeeeeeeeenn, 4
1.2.2 Client Authentication — ahclientd, Port 900 ..............cooovvviiieeiieeeriiiiennnn. 5
1.2.3 Controlling the Number of Sessions and Time Period...........c..c.cccuee.... 5
1.2.4 Client Authentication Sign On Methods...........ccccvviieeiiiiiiciiiec e 6
1.3 Authentication Using FTP — Manual Authentication ...........c.ccccooiiiiiiieeenniins 6
1.3.1 Add an Authentication rule ..............ooeieiiiiiiiiiiee e 6
1.3.2 Installing the Policy and Testing FTP Access
1.4 Authentication Using Secure Shell
1.4.1 Add an Authentication rule
1.4.2 Installing the Policy and Testing Secure Shell Access..........cccccevvneeen. 8
1.5 Authentication Using a Different Port Number............cccccooiiiiiiiie 9
1.5.1 Edit the fwauthd.conf File ... 9
1.5.2 Test the Authentication Using a Different Port Number........................ 10
1.5.3 Add a Rule to Allow Port 2590 Access to the Firewall.......................... 10
1.5.4 Port 259 and 900 Versus a Different POrt ..........cccoccuveveeeeiniiiiiiieneennne 11
1.6 Client Authentication USiNg httPS.........ccvviiiiiiiiiiiicc e 12
1.6.1 Edit the fwauthd.conf File on the firewall...............ccooiiiiiiiiiie 12
2 External User Database — LDAP ..ottt 13
2.1 LDAP Server — Using ACtIVE DIFECIOTY .......ccviuieieiiiiiieiiiiie e 13
2.1.1 Check the Details of the AD SEIVer.........cccoiviiiiieiieeiiiiiiiieie e 13
2.1.2 Listing the DN for @ll USErS ........ccccoiiiiiiiiiiiieiic e 13
2.1.3 Create an AD Account for Check Point Firewall Service Access ......... 13
2.1.4 Create an LDAP Account UNit............oeeeiiiiiiiiiiiieiiee e
2.1.5 Turn on SmartDirectory for Security Gateways
2.1.6 Create an LDAP User Group .........ccccceveeeiincnineeeeennn
2.1.7 Fetching the LDAP Account Unit Tree of Data..........cccccovvveeeniinnecnnnen.

2.1.8 Add a Client Authentication Rule for the LDAP Group ............ccccuvvven... 20

2.1.9 Test the LDAP Authentication...........cccccccevviiiiiiiiiiiiiininnnn,
2.1.10 Check Point LDAP Account, Domain Admin or Not
2.1.11 Change Privilege Level — Remove Domain Admin
2.1.12 Enable LDAP SSL Encryption




16- Identity Awareness

Objectives

Understand how Identity Awareness works
Understand the use of AD Query
Understand the use of Captive Portal

Understand the use of Identity Agents

Prerequisites

Complete Module 15

Virtual machines mgmt-Sitel, fw-Sitel, Host1, adsrv0l &
ClassRouter must be running.

Approximate time for completing each section
Section 1 Current Rules Check

Section 2 Current Objects Check

Section 3 Identity Awareness

Total time

5 Minutes

10 Minutes

45 Minutes

60 Minutes



1 Current Rules Check

11
1.2

2 Current Objects Check

2.1

3.1

3.2

3.3

3.4

3.5

3.6

Contents

CUITENE RUIES ...t
Disable the Legacy Authentication RUIES ...........ceeeeeiiiiiiiiiiiee e

(010141 =T 0| (@] o] [=Tod 13O PUPT PP

2.1.1 NetWOrk OBJECTS.....uiiiiiiiiiiiiii e 5
A S 1= Vot PP 6
2.1.3 Servers and OPSEC APPlICAtIONS ........eeveiiiiiieiiiieeneee e 6
2.1.4 Users and AdMINISIrAtOrS ........oeeeiiiiuiiiiiiee e iiiiiiee e e e e eaeeeeeens 6

[ENTILY AWAIENESS ...oueeeiieiiiieisee ettt e bt se et e b e e et e be e saeresens 7

[AENTLY AWAIENESS ...ttt ettt s st e s e e e 7
311 USEr DAtabaSES .....cvviiiiiieeiiiiie ettt 7
3. 1.2 AD QUETY ottt 7
3.1.3  CaptiVe POrtal.......cuviiiiiiie e 7
I 0 A o [=T o 1120 Yo =T | SR PPR 7
Enabling [dentity AWAIENESS .......ccouiiuiiiiiieeiiiiiieei et 7
3.2.1 BlAde LICENSE....ociiiiiiiiieee et
3.2.2 Check the AD User Account
3.2.3 Enabling Identity Awareness on the Gateway Object
Using Identity Awareness with AD Query
3.3.1 Checkthe AD Server Users................

3.3.2 Security Rules using Active Directory Query
3.3.3  Standalone WorksStation ...........cocceviiiiieieiiiiee e
3.3.4 Domain Member WOorksStation.............cceveiiireininieenieee e
Using Identity Awareness with Captive Portal ............cccccovieeiiiiiiic e
3.4.1 Configuring the Captive Portal ...
3.4.2 Security Rule using Captive Portal...........ccoccuiiieiiiiiiiiiee e
Extending the Rule for Captive POrtal ...........cccuveeiiiiiiiiiiieeceieeee e
3.5.1 Add Telnet and FTP to the Access Role Rule........c.ccccevviieeiiiiiicnnnen.
Using Identity Awareness with ldentity AGENtS ..........cccveviiieieiiiieeiiiiee e
3.6.1  TYPE OF AGENES ..ottt
3.6.2 Deployment of Agents
3.6.3 Security Rule using Identity Agent




17 - Network Address Translation

Objectives

Know the networks defined in RFC1918

Understand that NAT may cause Client/Server connection
problems

Understand the NAT setting in Global Properties

Know how to use Hide/Dynamic NAT

Know how to use Static NAT

Know which NAT method to apply for a given situation
Understand the important of ARPs in relation to Static NAT
Use NAT in a Security Policy

Prerequisites

Complete Module 16

Virtual machines mgmt-Sitel, fw-Sitel, ClassRouter & Host1
must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 4

Rules Check

Network Address Translation

Using Network Address Translation - Basic
Using Network Address Translation - Advanced

Total time

10 Minutes

30 Minutes

35 Minutes

30 Minutes

1 Hr 45 Min
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1 Rules Check.................
1.1 Current Rules
1.1.1 Create a New Policy using Save AS.........cccveveeeeiiiiiiiiieee e 3
1.1.2 Clean up the Current Rules
1.2 Rule Summary before starting Network Address Translation...............c......... 3
2 Network ADdress TranSIation ...t s 5
2.1 Basic Network Address Translation............ccocveeieriieienieenee e 5
2,101 RFC 1918ttt ettt ettt ettt anne e 5
2.1.2 Problems With NAT ... 5
2.2 NAT PrOPEITIES ....eeeeiiiiee ittt 6
2.2.1 Policy Global Properties - NAT........couiiiieiiiiee et 6
2.2.2 ClENt SIde NAT ....cooiiiii ettt 6
2.2.3  SErVer Side NAT ..ottt 7
2.2.4 Objects and the NAT Tab.......coooiiiiiiieie e
2.3 Hide/Dynamic NAT .......ccooiimiieiiiiieeeee e
2.3.1 Hide NAT - Automatic Rules
2.3.2 Hide NAT - Manual RUIES ..........cooiiiiiiiiiiiiiiieee e
2.4 Static NAT .
2.4.1 Static NAT — Automatic Rules
2.4.2 Static NAT — Manual RUIES .........ccoiiiiiiieieiiieee et
2.4.3 Problems with Static NAT — Manual RUIES.............cocceveiiiiiiiniiic e, 11
2.4.4 Why does the Firewall need Proxy ARPS.........ccoociiiiiieiiiieeeniec e 12
2.45 Creating Proxy ARPS ...t 12
3 Using Network Address Translation - BaSIC........cccuouierneiniiinieesseese e 13
3.1 Testing a connection WithOUt NAT .......cocoiiiiiiiiie e 13
3.1.1 Create a Connection to 172.21.1.254 ......ccoiiiiiiieiieiiiiieee e 13
3.1.2 Check the Source Address using ‘netstat —a’on 172.21.1.254............. 13
3.2 Implementing Hide/Dynamic NAT ...
3.2.1 Hide NAT - Automatic RUIES .........ccuvvviiiiieeiiiiiieee e
3.2.2 Hide NAT - Automatic Rule Testing
3.2.3 Hide NAT - Manual RUIES ..........cooiiiiiiiieie e
3.2.4 Hide NAT - Manual Rules Testing
3.3 Implementing Static NAT ...

3.3.1 Static NAT — Automatic RUIES............ceiiiiiiiiiee e

4.1

4.2

3.3.2 State Table ARP Entries — fw tab —t arp_table’ or ‘fw ctl arp’.............. 18

3.3.3 Static NAT — Automatic Rule Testing .........cccvveiveeeeiiiiiiiiieee e
3.3.4 Static NAT — Automatic Rules, Policy Rule Matching
3.3.5 Static NAT — Manual RUIES ...........ccovviiiiiiiiieiiee e

4 Using Network Address Translation - Advanced
Implementing Static NAT and Port Mapping.........ccceooviiiieeieeeiisiiiieee e eeeiines
4.1.1 Static NAT — Automatic Rule Problem Using Different Ports ............... 23
4.1.2 Static NAT — Manual Rules with Port Mapping .........cccccoevveernieeennnnee. 24
Hiding a Server on the External Network from the Internet ............cccccoocvveenne 25
4.2.1 Taking advantage of ARPS ........ccccciiiiiiiiiiiieee e 25
Static NAT without Proxy ARPs, Routed Networks ...........cccccovivveiviineniieennne 25

4.3



18 — Intrusion Prevention System (IPS)

Objectives

Know how to create IPS Profiles Approximate time for completing each section

e Understand the typical network features IPS protects against Section 1 IPS and Firewalls 10 Minutes
Understand where Application Intelligence fits into the Securit . .

* Policy PP 9 y Section 2 IPS Features 40 Minutes

e Know how to use the features of Web Intelligence to protect web Total time 50 Minutes

servers and http traffic

Change settings in IPS, apply them a Security Policy and test the
features

Prerequisites
e Complete Module 17

e Virtual machines mgmt-Sitel, fw-Sitel, ClassRouter & Host1
must be running



Contents

IPS and FirewallS .........cooveeeieeieeeece e

11

Basic Intrusion Prevention System (IPS)
1.1.1 IPS Blade — Requires a LICeNSE..........ccoeviiriiiieeeeiiiiiiiieee e 3
1.1.2 Profile Management
1.1.3 Profile ASSIGNMENT ........uiiiiiiie e

O S = o (=3 1o PRSPPI 9

IPS Blad@ FEATUIES ......eeiveeeeeete ettt ettt sttt te sttt esre et eebaebesanesesreensesrnens 10

21

2.2

2.3

NETWOTK SECUITLY ....veeeeiteie sttt ettt e e s e e e e 10
2.1.1 Streaming ENGiNe SEttNgS.......coocuviiiiiiiieiiiiie et 10
2.1.2  Anti-Spoofing Configuration Status ............ccceeriiriiiriieeeiniiee e 11
2.1.3 Denial Of SEIVICE ......cciiiiiiiiiiiiiiieeiee e
204 TP AN ICMP ...ttt
215 TCP ettt
2.1.6 Fingerprint SCrambling ...........ccooiiiiiiiiiiieiie e
2.1.7 DShield Storm Center ...
2.1.8  POIM SCAN oot
219

221
2.2.2
2.2.3  MiCroSOft NEIWOIKS.....ccuvvieeiiiiieeeeiit ettt e e e
2.2 4 PEEITO PBEI ...uuiii ittt ettt
2.2.5 INStANT MESSENGEIS .....ueeiieiiiiee ettt et et e e see et e e st e e neeas
2.2.6  DINS oottt e et naeas
2 Y © | = OSSP
2.2.8 VPN ProtOCOIS......cuuiiiiiiiiiiiiiiee ettt e e eiaeaeeeees
2.2.9 Remote Control APPlICAtiONS.........eviiiiiiieiiiie e 18
2.2.10 THE OtNEIS ..ot s e e e e e rnraeeeeas
Web Intelligence............cccuuuee.

2.3.1 Malicious Code
2.3.2  APPICALION LAY .....ciiiiiiiiiiiiiiee et
2.3.3 Information Disclosure ..
2.3.4 HTTP Protocol Inspection



19 - Content Security Servers

Objectives
e Understand how Content Security server work at the application
level and not the kernel level

e Create Resources that can be used with the Content Security
Servers

e Make use of the HTTP Content Security Server
e Make use of the FTP Content Security Server

e Understand how CVP Servers integrate with the Content Security
Servers

e Understand how UFP Servers integrate with the Content Security
Servers

Prerequisites
e Complete Module 18

e Virtual machines mgmt-Sitel, fw-Sitel, Hostl & ClassRouter
must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 4

Content Security Servers
HTTP Content Security
FTP content Security
CVP and UFP Servers

Total time

10 Minutes

30 Minutes

35 Minutes

30 Minutes

1 Hr 45 Min



Contents

Security Policy Rules Check .........cccoovciviinnienne
1.1 Create New Policy with Basic Rules
CONLENT SECUTLY SEIVETS ..ottt
2.1 Content Security Servers

2.1.1 Servers and Processes, HTTP, FTP, SMTP

2.1.2 ReSOUCES (flLEIS) .uvvviieeiiiiiiiii et 6
2.1.3 EXAMPIE RUIES ...ttt 7
HTTP CONtENT SECUILY SEIVET ....ueieeiieiiicieirie ettt 8
3.1 HTTP RESOUICES ....ccciiiiieiiiiii ittt ettt 8
3.1.1 Creating an HTTP Resource — Query Word Filter............ccccoevcvveennnen. 8
3.1.2 Creating an HTTP Resource — Strip JaVa .........ccoeerveeeiiiieeeniiee e 10
3.1.3 Creating an HTTP Resource — Block an IP Address.........ccccccoeeuvveenn.. 11
3.1.4 Using URI Resources in RUIES...........ccceeiiiiieiiiiiiieec e 12
3.1.5 Testing the RESOUICES ......cccviiiiiiiiieiiiee e 12
3.1.6 URI Match — Example file........cooiiiiiiiiieee e 13
FTP CONtENTt SECUTILY SEIVET ....oviiiieiiieetiesieinte ettt 14
4.1 FTP RESOUITES ...oieiiiiiitieiieeee ettt e et e e e e e e e e e e e ee s 14
4.1.1 Creating an FTP RESOUICE .......ccoiiiiiiiiiiiieiieeiiiiiieee e 14
4.1.2 FIltEr OPLONS...ccci ittt e e et e e e e e e enenes 14
4.1.3 Apply the Resources to a RUIE...........c..uvviiiiiiiiiiiieeeeeee 15
4.1.4 Testing the Resource
SMTP CONtENt SECUNLY SEIVET ...ttt

5.1 SMTP RESOUITES ....uuiuiuiuiuininiiiniiinininiaiatsbabeb bbb
5.1.1 Creating an SMTP Resource
5.1.2 Apply the Resource to a Rule

CVP @Nd UFP SEIVEIS ..ottt ettt st e e ne e

6.2.1 Creating @ UFP SEIVEI........uuiiiiiiiiiiieiee et
6.3 USING OPSEC GrOUPS ...ciiiiiiiiitiiiiae e ettt e e ettt e e e e et ee e e e e e e e snbbeeeeaaeaeenn
6.3.1  Creating @ GrOUP.......cceeuiiuiieiiee e e ettt ee e e e e ettt e e e e e s e e e e e e e anneeeeeeas
6.3.2 Load Balancing or ChaiNing ........c..ceoiuieieiiiiieniiie e




20 - Managing Multiple Firewalls

Objectives

Create a second SecurePlatform firewall Approximate time for completing each section

e Establish trust and take control of the firewall Section 1 Managing Multiple Firewalls 15 Minutes
Install a Basic Security Polic . . . .
* y y Section 2 Creating fw.site2.com 80 Minutes
e Understand the use of Single or Multiple Security Policies when
managing multiple firewalls Total time 1Hr 35 Min

Create log data and filter traffic based on the Firewall Origin

Prerequisites
e Complete Module 19

e Virtual machines mgmt-Sitel, fw-Sitel, Hostl & ClassRouter
must be running

e Virtual machine fw-Site2



Contents

1 Managing Multiple Firewalls .........cccccooenivenenennne.

1.1 Creating the Virtual Machine

1.1.1 Virutal Machine — Type Linux, Red Hat...........c.cccoviiniieeeieiiiiiiieee e

1.2 Installing SecurePlatform
1.2.1  INStAlliNG SPLAT ...oeiiiieee ettt
1.3 Managing Multiple FireWallS ...........ocuuiiiiiieii e 6
1.3.1 SMArtCenter LICENSE ....ccciiviieiiieie ittt 6
1.3.2 Firewall Module LICENSE. ........cciouieriieiiieniie e 6
2 Creating fW.SITE2.COM ...ttt ene e 7
2.1 Creating fW.SItE2.COM .....oiiiiiiiiiie et 7
2.1.1 Turn on Logging for Implied RUIES ..........ccccoeeiiiieiiiiee e 7
2.1.2 Creating the Firewall Object — fw.SIite2.COM ......c.eeeviiiieiiiieeeiieee e, 7
2.1.3 Establishing Trust — SIC COMMUNICALION.........ccvvieriiieeeiiiee e 8
2. 1.4 TOPOIOGY -eeeeeiitieeiiiit et s
2.1.5 Writing Rules.................
2.1.6 Installing the Policy
2.1.7 Testing the Policy & Generating Log TraffiC........cccccviiiiiieiiiiiiniiiinenn. 11
2.1.8 LOQ OFQIN .eeeeeiiiiiiieiie e
2.2 Managing Multiple Firewalls
2.2.1 Single Policy or Multiple POlICES.........cceeeiiiiiiiiiiiee e 13

2.2.2 Creating MUltiple POlICIES ........ccoiiiiiiiiiiie e 14



21 - Backups and Recovery Procedures

Objectives

Understand how to use ‘upgrade_export’ to backup a
SmartCenter

Understand how to use ‘upgrade_import’ to clone a SmartCenter

Understand how to migrate a SmartCenter from a Windows
platform to Check Points SecurePlatform

Know how to create backups of the Firewall
Know how to restore from backups
Know how to create snapshot images

Know how to restore from a snapshot image

Prerequisites

Complete Module 20

Virtual machines mgmt-Sitel, fw-Sitel, Hostl & ClassRouter
must be running

Approximate time for completing each section

Section 1

Section 2

Section 3

Backing up the SmartCenter
Backing up the Firewall on SPLAT
SPLAT Maintenance Mode

Total time

60 Minutes

45 Minutes

15 Minutes

2 Hrs



Contents

1 Backing up the SMartCeNtEr .......cccoi et 3
1.1 SmartCenter Configuration - ‘upgrade_export’ & ‘upgrade_import'................. 3
1.1.1  USINQ UPGrade_EXPOIt......ceiieeeiiiiiiiireeeeeeiiiiieieeeeesssiireee e e e e s ssianeeeeaeeaann

1.1.2 ‘upgrade_export’ and Policy Revisions
1.2 Rebuilding a SmartCenter — ‘upgrade_import’
1.2.1 Building a Virtual Machine for the SecurePlatform SmartCenter.......... 6
1.2.2 Creating @abase INStall ...........cooovviiiiiiiiii e 7
1.2.3 Copying the upgrade_export file cpexport.tgz to the SecurePlatform ..9
1.2.4 Completing the Install = Run ‘Sysconfig’..........cccccuvveeiniieiiniinesiinennnn 9
1.2.5 Testing the INStall..........coiiiiiiiii e e 13
1.3 Reset the Environment back to using the Original SmartCenter ..................... 14
2 Backing up the Firewall on SecurePlatform
2.1 Creating Backups — DaCKUP ........cccuueiiiii ittt
2.1.1 Create a backup of the Firewall
2.1.2 ‘backup’is justan ‘alias’............ccccocemiiiiiiiiiiiiiiinenn,
2.1.3 Setting Automated Backups using the WebGUI
2.1.4 Local backup DIr€CIOMY........uuuiiiiiiiiiiiieiee et
2.2 Recovering a Backup file using ‘restore’.........
2.2.1 Using Restore to recover a Firewall
2.3 Snapshot IMages — 'SNAPSHOL ...........oooiiiiiie e
2.3.1 Creating @ SNapShot.........ccooiiiiiiiiii e
2.3.2  The Snapshot DIr€CIONY .........vvieeiiiiiiiiiee et
2.4 Restoring snapshot IMages — TeVert ...
2.4.1 Restore a snapshot UsiNg Tevert’ ...........cccouoiviiiiiiiiiiiieiiee e
3 SPLAT MaiNtenanCe MOUE .......ccceiririiiiieirieesiecse ettt
3.1 Maintenance Mode — Single USer MOE ...........ccuuviiiieiiiiiiiiiiieee e
3.1.1 Boot into Maintenance Mode — Single USer ........cccccoiiiiieiieiiiiiiiineenn.




